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DGR Functions and corresponding courses

For convenience and to compare the traditional categories to the new corresponding courses

please refer to the below:
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Functions as defined in | CBTA DGR | Previously | Corresponding course
DGR Appendix H.6 Reference covered
under
categories
Preparing Dangerous 7.1 1,2 Dangerous Goods Regulations
Goods Consignments H.6.1 (DGR) for Preparing DG
(TERRMEZEimI 1S Consignments - Initial
8) Dangerous Goods Regulations
(DGR) for Preparing DG
Consignments - Recurrent
Processing or Accepting 7.2 4,7 Dangerous Goods Regulations
Goods Presented as H.6.2 (DGR) for General Cargo
General Cargo Accepting and Processing
(—HEMEERSIERE) Personnel
Accepting Dangerous 7.3 6 Dangerous Goods Regulations
Goods Consignments H.6.3 (DGR) for Accepting DG
(ERMEMEZE IS Consignments - Initial
8) Dangerous Goods Regulations
(DGR) for Accepting DG
Consignments - Recurrent
Processing Dangerous 7.3 3 Dangerous Goods Regulations
Goods Consignments H.6.3 (DGR) for Processing DG

Consignments - Initial

Dangerous Goods Regulations
(DGR) for Processing DG

Consignments - Recurrent
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IATA Training enabies you to be the best you can be. Every
yea. gn
avallable from our courses. We are ISO9001 certified, ACCET

redited, more than 40 years of the
heart of the industry. Our professional subject matter experts
set the incustry standards tha are at the core of aviation and
are the prime source of our course content. All our Courses
lead to internationally recognized qualifications.
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Exams > Schedule 2 My Account

Dates and Registration
. Deadlines for Partner-taught
., & Self-study Exams

‘This sehedule applies to Partner-taught snd Sell-study
‘courses only. Please visit the General Information on Partner

Need Help?

Contact us

Taught and Self-study Exans page for mare information.

‘Also have 3 ook at the Course edition list for exams [pdfyto
Know which course edition is applcable for your exam.

Sohette
Trairing Parters %
Rﬂlld Limks / SHER * N
Velesionrogams 254 T ERDEAED You
Salf-study Exams
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Online Exams with R vision 8 My Account

Online Exams with Remote
Supervision

Need Help?

Courses &Diplomas

Subject Areas

Contact us

Deivery Methogh

1 you have chosen to take the exam online with remote

supervision, piease make sure to famdiarize yourself

IATA Training Exams with the pobiia iow

e Bxa

Ttis Important that you comply with all requrements.
Failure to do 5o might result In faing your exam

RemBid
Scneade e attempt.
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Traning Partners >

< RyRelated Links
ValdationPrograms >

Onine

About > | importantnote: Rema

your be keptfora duraton o 1 month.The recording us
vk o e e e ek oo S B E
anyway,
7.| 514 Jalt:?jﬁ

= Bef (OERS)D
HEBORTS1—ILE efore your exam date o
Materials to review q1——HAR

© Downioad or print a Copy of this user guide. Please alays refer to the latest version of the Oniine Exam
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g
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Students that do not follow the steps below. as well as the trouble shooting steps outlined in Appencix A n
case of will not be given any
for their examination will not be given any consideration for exam re-takes Under any CTCUMStances.

help page for complete information.
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XSEAYSAVHBRTHAYISISUYE. [Guardian Browser1D#ERDET
Google chrome, Microsoft edge B.EIFIABLER Ao

© FIE1 Guardian Browser ZHEBRTHATE/(VIVACYAM-ILET|

1. Based on your operating system please download the appropriate version of the Guardian

browser.
1.ARL—FAIIIRATACEDWT, BN -0 747> 7505 %450 00— RUTREW, 49
SRERCTHI AT B/ YIS A M= ILUTLIZE 0N,

Download the Guardian Secure Proctoring Browser | Meazure Learning — Ensuring a safe and

secure testing experience.

Downloading Guardian Browser

1. Based on your operating system please download the appropriate version of the Guardian bro

MEA’/URE

LEARNING

GUARDIAN
BROWSER

START YOUR REMOTE
TESTING JOURNEY

Ensure a safe and secure testing experience with the
Guardian Browser.

Download for Windows 0S

Download for Mac 0S

& Apple (M1) @ Apple (Intel)

@ Need assistance identifying which operating system is right for you?
i ify my Apple processos

B FRINTEEC @ Guardian browser Q74 HRRESNFULEBIVAM-ITZ T TY,
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https://guardian.meazurelearning.com/
https://guardian.meazurelearning.com/

@ FIE 2 Test your equipment RERBIBFTICITSERMIROTANSGETY

Xu4ag SERETE E TILATOTZEN,

1. Open the browser and copy and paste the Hnk— (CCDU>2(FIUvILFERA) to test
your equipment.

2. A window might appear for the extension, please ignore it and test your system
without the latest extension. On Guardian, there is no need for an extension.

3. If your test fails due to extension and connection, please ignore this error message

OHEETANT D

1.99>0-RUEIB=-FT4T7 2759 @ ZREE(HUYY). T30 %I5 LI SMERIRIEDERITA
NEYARDOF7RLR (https://go.proctoru.com/testitout ) #IE—U. ZOT7RL A% H—F17>7
SUY LU TFOBME T, #E52TALET,
e Stepl
https://go.proctoru.com/testitout 21—
CER : J-=J)0-L. X490YI - IvSEQTSOHEFFIBLEFADOTEU TEZL)
e Step2
O FoEmE®DISearch or type a URLIDHC JE—-UT RL A%, BEDAHFLTZEL,
(Za—bhybF— TCtrlle V F—ZERHIPUTUOMT (R=XBF) LTREY)  &Fl&
@Stepl ®F7RLZ go.proctoru.com/testitout %[ Search or type a URLIDPZHCFAN

@ Guardian Browser - a

#¥ Training Home Page x O NewTab % |+

e(a a)

Q, Search or type a URL

S

https://go.proctoru.com/testitout
ZFTH L CTenter F—%fF LTS

X BT AMBIESNF IO T, FEROEHD 4 DT FIVMRICRITINETAS OK T,

13



© Guardian Browser

- o x
o [@hee L

* @ hutps//go proctonscom testtout

Testing Your Equipment
The automated equipment check does X
ot guarantee your equipment's
‘ , functionality on exam day.
==

Microphone Camera Speaker

Select your microphone Select your camera Select your speaker

Default - 127 (USB PP Audio Dey v Logicool HD Webcam €270 (046d:08 Default - AL —F1— (USB PP Au

Retest

Congratulations! You are ready to take your online proctored test!

The automated equipment check does nat guarantee your equipment's functionality on exam day.

@ Camera Settings

v
o Computer Settings v
@ Internet Settings v

& O uEAsLteE s 09 e O EQ Q ® a0t

Corcmnoss) ~eoBVHA © 00 B

2 JLSRIERED T 21> RUNFRENBBEPHOEIOT, B|EL TIEV. (BEEECHZIIYILET
EHATY ) EFTOMSRIERERL T RATLAZT AN TS,
A=747>7309 (HER) TE. ILREREIBESDFEA.

Missing or Outdated Extension

‘four Proctorl) Browser Extension is missing or out of date, which

may affect your system test results. Please click the button below
to download the latest extension.

Download the Extension

et :I'.J ¥ ::r-rIEn .:-'IIS,E t ]tn atest EE!ED'-.Q i

3HSRERELIER N REA TT AMIKBUAE A} COT5— Xyt — 7R T2,

d Computer Settings

These tests failed:

ProctorU Extension version:
Your ProctorU Extension Version could not be found.

Connection to ProctorU video servers:
Failed

14
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® w9TGuardian browser |ZFIFAL. TANUTEZ,

@ go.proctoru.com/testitout ZFFT5TADLTIZEW

B HEEBRTAMBIEINEITDT. 4 DT FIHMRICEITINET AN OK T,

@ Guardian Browser TFARNU. 1 DTEIITFIDRRDE I EZERCEF A [FRRZFANTH
JSUTLIZ& W, [camera settings, computer settings, Internet settings |0ZIBEE %Y
yIURBUF I LRANHIBALET,

® Google chrome > microsoft egde EFNT5UH THEEST A N test it out |Z1TVWEIE TR
OEIBRIF—FZFS T FIVDIIRGRUTERDF I DT, o3 Guardian browser | ZFIFALTT AN
UTKIZEL,

5 adid ~ 0 CEEDND S e e L}

o ﬁ Test It Out .
Google chrome %Z{£()\, IATA training account DR—SD—— ) test it

out Z1T5¢ FEEOBENRRL. TAMITOTHS I FILA 4 DIRKIRBeIREMENHDET .
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Guardian Browser EMS 2307

proctort B —

O gapectonicom TOIO5 1700 TUREMEISRATIITG

If the Guardian Browses is instalied on your system, you will see a browser pop-up.

Click Open Guardian Browser (o launch the app.

1f you don't see & pop-up. below.

¥ C you may refresh this page to
continue,

©2023 ProctorU). Inc,
Al ights reserved

Privacy Policy - Terms of Service

o’ BTG AecEDEA® 0 W

W P EanLiem ‘ﬂ ;.

Testing Your Equipment

The automated equipment check does X

ot guarantee your equipment’s
functionality on exam day.
e
Microphone Camera Speaker
Select your microphone ‘Select your camera Select your speaker
Retest
| 2 osles M- cveeF O TET B o0 e’ Ban AR ~eo@RUA© 0, W
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® FIE3 hBHAYSFAIRHBRDTITLASHETY .
X 1~4FTIE, sERATF TICERTTANBIRETI DT, HERATCHHENDIIE,
Connecting to a proctor and starting exam

1. On the exam day log in to the customer portal (portal.iata.org) with your
credentials

2. Click on IATA Training under favorite services.

1. HERHE. ERIEREERAUTHAIY—R—-4)L(portal.iata.org)(COJ1>UET,

w9, 9>0—-RUEIGuardian browserlZFIAL. port.iata.org2FT5TAHL HTL T
&0,

@ Guardian Browser X

¥ Training Home Page x O NewTab x  +

5 7‘/ t © C (,-‘) ;

2l
Q, Search or type a URL/ u
[portal.iata.orgl

ZFFI50T enter +—%
FFLTZ20

TFEROLBD, IATA BRI —R—=FINO0J 1 VBEENRRENFTOTEERUIEIA—IVF RLAITRAT—-RIZAHALTOTIIL
TEEW,
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JAFAE:,

A AERAEEER

@ Guardian Browser

- X
« €' Q httpsy//portal.iata.org/s/login/?language=ja Y
(2) P ovr>
e “o' CUSTOMER
JATA PORTAL
IATAN R D —R—5 LA -
— >
£5C% | A-ATFLR
Bl WAQY—LRILFItrAd5
HEROBCHINCBRANE, 60EBAD JERI— JAT— EESENTTR?
IATAY —E A [CEETF 2 A5 s EE
7.
BHERESRS NN
© IATAD SO 37 (LRI EIR, #5UET P/W#EANTEZ AV
TEHTEHHEET.
7T
Q AR INAT 7 —2RBOTS
AR, BL——. TOMOATARR S
— —EXETEEEL. /i
~ @ E=ens / IATAN RS < — K= SIS T TT I ?
ZE1
SENEMEEECTIEAL, INAPSEE R~ E AR
- MESB L,
S HZBMCTIEATES A TS |

2. Click on IATA Training under favorite services
2 REBRUICADDY—EZDOTFOIATARN —Z> I Z UL TLIZE W

Welcome Abdullah

Advanced Search &

’ Favorite Services See All - ’ For You
2
Payan
+
IATA Cades. e soncidmicn
=Y 2 Request
Training = Access
o
) IATA Arfines and Location Codes

D Card Oriine Piatiorm
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3. Click on “My Courses & Exams” .
3.My Courses & Exams|&JUyILET

1Y
0 e
JATA FoRTAL El Services (3 Support

Home > Training

m s

Course My
Catalog o Awards
& Exams

4. You will be redirected to your student account, please click on the “Open Course”
for the relevant course.

4. ZETHINIFALINSNFEFI DT, BEI 21— -2k 9 51—R(cargo introductory
course)Dlopen coursel&IUvILET,

Welcome to your |IATA Training Student Account

In your student account you can find your current courses and access your exams. You can also book yourself
for a supervised (OERS) exam or withdraw from your current booking. If you used this account for your course
with IATA Training in the past, you can find your past records by clicking on History.

ead important information about your exams

nnted study material, or you have studied with an Authorized Training

IATA OERS Exam - Online Exam with Remote Supervisions

n) with an IATA Instructor, and w

-t IATA LIVE Exams - Virtual Classroom Exams &

write your exam by your

Paused Exams and Courses

Axr Transport Fundamentals for the Leadership & Management Training Progra

DG Compass for Acceptance Personnel - Initial - Simulation, DGCP002 - English

Available My Bookings

(OPTIONAL) Onfine Exam with Remote Supenvision Preparation Quiz =
Unimited uses e
L (OPTIONAL) Tutorial £ Arr——
Unimited uses
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5. Click on “Launch exam” to start the exam.
5.EREXDBHIR 127Uy U CGRERZFAIALE T

Ebook

Course Resources
IMPORTANT NOTE: For students taking an Online Exam with Remote Supervision (OERS):
To start your exam

ton, please refresh your browser until

and you will be referred 1o Proctorl 1o beg

1. Il you see the "L

2. Click on "Launch Exa

our scheduled exam time. For example, T exam start time is

n 15 minutes o

34

Y be automatically
markid "MNo-Show

3.00 and 13.15 UTC+3. If you miss this 15-minute window

For students taking an Unsupervised axam
After completing all the course medules in your e-learming course, please access your exam by clicking on “Write

fir Transport Fundamentals

Fractice Exam - Air Transpon Fundamentals

&' How to access Harvard MM v2_May 30 2018 pdf

Fo
& Air Transport Fundamentals eTextbook 3rd Ed 2019 TCVG-27 pdf Start

Fig
&' Addendum-fur_Transport_Fundamentals-v3.pd | Start |

Fie

6. You will be redirected to a proctor.
6.EEBB(IILINENET

Redirecting you to the proctoring service...

Redirecting you to the proctoning sefvice

7. If you are already using Guardian browser, a new tab will open otherwise follow the
instructions as shown in the screenshot below:

7.9 TICH-T47>T 395 %ERALTVSIHER. FTLLITNHE 2NBSMOZERGITORT)->
W MIRT LIICHERICIEVE T,
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1f the Guardian Browser is installed on your system, you wil see a browser pop-up.
Click Open Guardian Browser 1o launch the app.

1f you don't see a pop-up window, click Download Guardian Browser below.

Once you have successfully installed the Guardian Browser you may refresh this page to
continue.

]

©2023 Proctort, Inc.
Al rights reserved

Privacy Policy - Terms of Service

8. A window will appear with an error message please ignore it and click ok.
8.I7— Xt —22ELV1Y RINFKRENEFIODT. TIRLT[OK]ZIUIWILET

& Frror x

A JavaScript error occurred in the main
process

Uncaught Exception:
Error: self signed certificate in certificate chain
at TLSSocket.onConnectSecure (node:_tls_wrap:1530:34)
at TLSSocket.emit (node:events:526:28)
at TLSSocket.emit (node:domain:475:12)
at TLSSocket._finishinit (node:_tls_wrap:944:8)
at TLSWrap.onhandshakedone {node:_tls_wrap:725:12)
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9. Please download the proctor U chat application.
9.7099—-UFry N7 V-39 0- RUTLEE W

d

Welcome to the ProctorU Pre-checks!

Get started by downloading the Proctor Chat Application. Once a proctor has connected,
they will send a chat message through the application and help launch your exam,

If you need to, go ahead and take a quick break before continuing as your exam may not
permit breaks.

10. Please download file.
10.774)499>0—-RUTEEL,

§l International Air Tr
@ CneDrive Working on it...

@ OneDrive - Internz
Desktop
Documents
Downloads
Microsoft Teams
Pictures
Recordings

Saveastype; .AIH‘ o b
~ Hide Folders | Concel |

11. Once the file has been downloaded, please open the file to connect to the proctor.
11. 740D 0> 0—Ranies, Jr1( VBV TEE BB (CIERL T2,
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12. After opening the file,
12. 07140 ZRVVEE,

proctord

5:[,.,.‘,‘?.6,“‘,%: =

AAA

’ Connecting...

Connected. A support representative will be with you

shortly.

13. A window will appear after connecting to the proctor, please press “OK” to provide
temporary control of your computer to the proctor.

13.BEBE(TBERI DLV RINKRENEIOT, [OKIZHL T, 15— D— MR HIH%ZEE
BIERHLTIZEN,

ProctorU [30) X

.. would like to perform one or more actions on this
computer, including the following:

- Control or view your desktop

- View system information

- Transfer, delete, overwrite, or copy files and folders
- Reboot

- Run scripts

- Deploy Rescue Calling Card

- Invite technician for collaboration

To protect your privacy, close confidential information. The
session may be recorded and static images of your screen may
be capturedy

To revoke all permissions, click the red X on the toolbar.
To permanently end the session, close the application.

« o]

14. Please click “Next” to continue the pre checks after giving control to the proctor.
14.RN1ZIUwIU T, BsBE(CHIEZEULE ., BRIFIvIZEHATUTIZEW,
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Install and run the Proctor Chat Application

1. In the pop-up window, select Save,
2. Once the application is running, proceed to the next step.

15. Please click “Next” to agree to terms and conditions.
15. RN 1ZIWIU THRIAMRFIICEREU TSV,

Lz

Please review the following terms

ProctorU will record your exam session for review and training purposes. Recording will
begin once you select the “Next™ button below.

By selecting the "Next™ button below, you agree:

To the recording and monitoring of your exam session through screen capture

system information, and your computer’s camera and microphone.

* That you consent to the use of bi ic facial recognition and/or key
analysis to support identity verification (if your testing organization/institution has
activated one or both of these features),

o That you have reviewed and consent to Proctorl's Privacy Policy

o That you have reviewed and consent to ProctorU's Terms of Service

You must close both the Proctor Chat Application (if used) and your browser to end
the recording of your exam session. Recording will inue until BOTH actions are
completed.
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QL. A—F1T7>TFUHIRRYT 7Y THEEN SO My TPyTTOYH—%ATCI BEFTEFIN &I,

AT BIHEFHDFEAN?

Al. IREFRTE. H—F17>T3VHCRYT7yTIOvH—EHDER A BENGDOIIZERBAISE
LFE9,

1. Does Guardian browser have a pop-up feature and can I turn off the pop-up

blocker? Or does it not need to be turned off?

At the moment there is no pop-up blocker on Guardian Browser. We will
inform you if this changes.
Q2. [ERDBIIE-Launch Exam] MA(E. SRERFIED 15 DRICERRESNEIH?

Al. [FHEROBALA] RIV (. SHEREFER(COHFRRSN. 15 D, DFD, I-T—-(F 15 o
BRI TEE T . SBRISREIANCOY 1 > UIBE (&, [E#f-refresh] 29UvILT [EHERDE
48-Launch exam] M7>%zFRRIDNENHDET,

2. Does the Launch Exam button appear only 15 minutes before the start of the

exam?

The Launch Exam button appears only during the exam time and stays for
15 minutes, in other words, the user has 15 minutes to launch the exam.
They need to click refresh to see the launch exam button if they logged in
before the exam time.
Q3. ZERREFFrybRyIXBFIALEIN?
Al. (U FryMNRYIRFEBE(IERIDUNENDDET, TOI5—-Fry 7 TUo—23>%49>0
—RUTLIZEW,
3. Do examinees use chat box also?
Yes, the chat box is required to be connected to the proctor. Please download
the proctor chat application.
Q4. LogMeln rescue YINII7%AD2O0-RIZURBEHNHOETH, £le. FU>00-RI2UEBNH D5

&l AUAIAY>O0-RTEFITH?

Al. Fvyh 7)o -33>¢ LogMeln LAF1— YIRIITH 1 D(CHEENEL. —EII>

O-RIBEHT, sHEREICHY>0—-RTEET,

A2. ZOAARD 12 R=TH5 14 R=Z(CFvyb/ LogMeln 7/ ILOFIENGEEHINTVET,

4. Do I still need to download LogMeln rescue software, and if I need to, can I

download it on the same day?
The chat application and LogMeln rescue software have been merged into
one. You just have to download it once and you can do it on the exam day.
Please refer to the guide I sent to you yesterday, on pages 12 and 14 you

will see the instructions for the chat / LogMeln file.
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Guardian Browser X7 LhE

HAS, ARL—F4>9 ST A, 7yI0—-R/F9>0-R&EE., RAM, R— K, Y19, BLUTT95—
([CDWT. ROBHEESBLTZEW, iz, IRTE ProctorU THR—RENTLRWLTS/O0SOUR

HEFFNTVFT,
47

A5 —Fy M

PC 1—H—

Mac 1-H-

CPU

IThXAS

oL NG
H9>0— R

129—-Fwb
7vI0—RRE

RAM

EUR—b

B E ORFERE

Chromebook 1

- (BEEE

Do TATEEE T

HiR—henNTLER
h)

=)\

Wi-Fi $&t

Windows 8 (Windows 10 S
E-RIFHR-RENTLEEA)

Mac OS 10.13 (FfZHERanT
VWBERHHLN-T3Y)

2 7 ED
CPU CPU fERZN 85% Kl

ARARE 640x480

1Mbps

1Mbps

4 GB ® RAM
AN 95% Kif

1935, 843, 80. 443, 61613,
UDP/TCP

1366x768

Chrome TNARATEH/IN-3>
@ Chrome OS HMZEfTaN TV
50

HEE

BiRiE

Windows 10 (10 S £—R(Z
HR—RENTLERA)

Mac OS 10.15

4 J7H LD
CPU CPU {ERZEN 50% K
it

ARARE 1280%720

12Mbps

3Mbps

16 GB
OEFED 90% Kifh

1935, 843. 80. 443.
61613, UDP/TCP

1920x1080 A k£

Chrome T/NARATERHI/N->3
>® Chrome 0S H'EfTaNT
(/\50
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Port/Protocol and Allow List Information

The purpose of this document is to serve as an aid for test-takers using a
work/corporate/school computer to take an IATA Training OERS exam within the
Guardian Secure Browser. It is highly recommended that test takers in this
category provide their corporate or school IT department with this document
ahead of their scheduled exam so that any necessary adjustments can be made to

their computers to ensure compliance with the requirements.

R—b/TORINELUEFFETIZ MEHR

o CZORFIADIOBEMIG. Bil5/ B/ FROIDE1-5-ZERLT. H—FT17>t+177
SUHHTIATAN —Z> Y OERSiHERZ 2|1 2 2B E 2 B I BETT . COHTIUDF
BRE (. AT 21— 2NIERBROBICEEFFFROITEFICZO R x> MefRftL
T BHNOENEHERT DIV E1- - (CHBERFEZITIDLIICT I EZRS
EIHLFT .

Guardian Secure Browser

Allow Downloading from:

 https://production-archimedes-secure-browser-
artifacts.s3.amazonaws.com/latest/windows/guardian-
browser-x64.exe

 https://production-archimedes-secure-browser-
artifacts.s3.amazonaws.com/latest/mac-x64/guardian-
browser-x64.dmg

 https://production-archimedes-secure-browser-
artifacts.s3.amazonaws.com/latest/mac-armé4/guardian-
browser-armé4.dmg
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https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/windows/guardian-browser-x64.exe
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/windows/guardian-browser-x64.exe
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/windows/guardian-browser-x64.exe
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/mac-x64/guardian-browser-x64.dmg
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/mac-x64/guardian-browser-x64.dmg
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/mac-x64/guardian-browser-x64.dmg
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/mac-arm64/guardian-browser-arm64.dmg
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/mac-arm64/guardian-browser-arm64.dmg
https://production-archimedes-secure-browser-artifacts.s3.amazonaws.com/latest/mac-arm64/guardian-browser-arm64.dmg

JAFA:

on
A AERAEEER

7;‘%'1' Training

Port/Protocol and Allow List Information

The purpose of this document is to serve as an aid for test-takers using a
work/corporate/school computer to take an |ATA Training OERS exam within the Guardian
Secure Browser. It is highly recommended that test takers in this category provide their
corporate or school IT department with this document ahead of their scheduled exam so
that any necessary adjustments can be made to their computers to ensure compliance with
the requirements.

Guardian Secure Browser

Allow Downloading from:
=  httpsiiproduction-archimedes-secure-browser-artifacts.s3.amazonaws. com/flatestiwindows/guardian-browser-

Port/Protocol Specifications

Port Protocol Reason
20 TCP Unsecured web/HTTP traffic
443 TCP Secured Web/HTTPS traffic
843 TCP Flash video
1935 TCP Streaming video component
3478 TCR/UDP Streaming video component
3671 TCP Streaming video component
49152-65535 UDP Proctorl) browser plugin

Allow List and Firewall Configuration for LogMeln Products

LogMeln Rescue Domains to be Allowed:
* *lopMeln123.com

*.123rescue.com

*.support.me

* logmeinrescue.com

*. logmeinrescue.eu

« *logmeinrescue-enterprise.com (powers account-specific Rescue features, not required for standard
accounts)

* logmein-gateway.com

FEWARDLES
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Additional Allow List Requirements - Executables (for Browsers and Firewalls):

0osX

PC

LMIGUIAgent
LogMelnGUlLapp

Rescue

LogMeln Menubar
Support-LogMelnRescue
LogMelnRescue
Guardian Browser

Support-LogMelnRescue.exe
Support-LogMelnRescue(1).exe
Support-LogMelnRescue(2).exe
Support-LogMelnRescue(3).exe
Support-LogMelnRescue(4).exe
Support-LogMelnRescue(5).exe
Support-LogMelnRescue(6).exe
Support-LogMelnRescue(7).exe
Support-LogMelnRescue(8).exe
Support-LogMelnRescue(9).exe
Support-LogMelnRescue(10).exe
Support-LogMelnRescue[2].exe
Support-LogMelnRescue[3].exe
Support-LogMelnRescue[4].exe
Support-LogMelnRescue[5].exe
Support-LogMelnRescue[6].exe
Support-LogMelnRescue[7].exe
Support-LogMelnRescue[8l.exe
Support-LogMelnRescue[9].exe
Support-LogMelnRescue[10].exe
Imi_rescue.exe
Support-LogMelnRescue[11].exe
LMI_Rescue_srv.exe
LMIRescue.pkg
Imi_rescue.exe
Guardian Browser.exe

JAFAz:.

A AERAEEER
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Q1.

Q2.

Q3.

Q4.

Q5.

Q6.

Q7.

Q8.

IATA 717 OVRERBRD Q&KA EBDFET,

BIRRAEMEHTONMKLDTIN

Al. AAZEFRRICYZ17 IV EERLELCDTISIRIZEN,. (JAFA—2021-DP-006(Z550
ZFEA). 007(BfRAFE) T, Fe, #BH. EEZEROVZIZERICFIAIS OERS &Y =17
V) EERUES BL. INBOXZ17)UF IATA VERDY =17 )% JAFA B (CEBER. 7F
BRUIZDBDTIDT, sFlllE IATA R—LR=INBENX (RX) (CTHEERUTZEW,

AT BT HE IRHEER T/ REHMEITIH

Al. IS RAMFEQ)NVIHIRETT, Ty b AR, Y=TJ1/ ., ipad. 70-LJv7(3F|
HATEEEA

A2. FIFA9375UH(d. Guardian Browser ERDFT

A3. AT LEHEYZ17 I THERRU T, FHIEHRAE — RefEsR L TXEE W,

A4. BRHESRDIHIC/ZR— b, BRI EERRN CBRAI 2 ARAADEEADDEIEAE
MAETY , BROZIFEPEARZEOH DL EEE. FAAEE IATA AFEERL T,

A5, FERH B (CREANFRIESNTVSTFANARDEFE . (XE. FiLE, EEOFHARARRIEDD
TVEY,)

AIECXT S BEDAAHE EZ TEEW

Al. HEE HERELD. [DA52F B GRERIBFTOREGZ h XS TEE LD RNIHDFET . it
BRIZPER (BBE) (B ANVRON, AR (GRERBAIAF TIIRBA R -1 CERVSE DR
Ofzsh) 2 BBOPC (2 BEOEZA-5H) . TFANUNOEFE . XEN DD EUINZIETR
SNFT., MA7ITRFTLESI D MIRIFEDIBRIBDFEULR.

A2. HERHEB (VIO VAN EERENE S, SHERELOEBORRIHOEI N, IN(FeER
BHME-NCERTS PCICAZYINT, THFANUNOEFEFELAEREN PC [CFEOTULR
U EFIVILET,

A3. BFET-$HCAY - NIAYF AV IASBERINE T,

EREFBAENEREIH

Al. BAREBOMGEREIT, £ TRELRDET,

ZERRDZIANIEDLIICTZDTIH

Al. JLSyh—RARAHFDFIABIEETT . RILTZIAVERDET,

ABHER(EEDLSCTEDITH

Al. IERICEETDELS— MIR—LAR=HSENRITIEELRDE T, Fo. BERUIEX—-IVICEIXES
ny,

ERE(ELDOTIN

Al. IATA ® HP THEEEZTEE T . CE5DERAIIBHEHLELU,

MERBEVDOFHITZOTIN BDOHESTRERTETDIDTIN . FeEDLIICHERIDDTIH

Al. IATAANAZUEERLE T L. [Enrolment Key INA—IL TI5ENEIDOTZD KEY &%
BEFHBEERDEFIOT. CHETFHIRIEETT,

30



A2,

A3.

AUBRI (3, BARKTRE (IST) TEIREJFET. sHERFARIH 24 K5fE 10 B CEIREJRET
ED

BRUCRERBEX -V TERNINFT . ETOA-IHER TEDLICLTZEW, IATA NS
DA=)UD A=) JCABFIESNBVELSISERU TS,

Q9. HENBOIGACFEDISCEEITEZDTIN

Al.

Q10.

Al.

Q11.

Al.

Q12.

Al.

Q13.

Al.

Q14.

Al.

A2,

Q15.

Al.

Q16.

Al.

Q17.

Al.
A2,

Q18.

Al.

A2.

HERD 1 MARTETE (EECE. HERAD 1 BET) BEMSZEEARETIN, ENLEFEE

TETEFRA. ZRALFEAL 1 BNX (ZE#ESD 1 EFEKR) £RDFET,

JAFA FEOFRTEZRCESIMTEEEAD

RESPETIHMBEANSDZMHEFELTEDFEE A

EREGSTHAURIBMBAFTEEEAN

IRERPETIETEE B AL JAFA ETITHEEALIZE,

I1-Y=7hD> FOVERICIEEDSBVRFRINHADE I H ?

A-Y-T7hU> bOVERKICIZHT 5 HN0D. PHD> MERK#E I CICO—-ADHBRICEIRTEE T,

BREI-Y-7hI> N ER T 2RBNHZDTIH ?

ADFAVEFETOCATIE, IRTOMN 22 D-RERBRICEIRITZHOI - -THUV b

MKRETY, FEBVADETLERRICHAIN-—R—FINSEIEEERDE T,

A-Y-THI2 M ERR TR E(C ENFORIBIRZIRFETINENGDDEITH ?

K& (nIRGER) EREBR(EEX TER) £FAH (HERA) | EfFEZANTRLS

(RHENFET, IATA (FCOEHRZ BB TOMERL. BEROENIBRNE =H (CH

BFRFIRFEEINBLEHDEB A TIANS—RUS—ZHBFZHTIE,

K4, SHEREFOARAMESRCFIALET . FEIBEEHCHEREHINDIRZLBDFIDT, =B

ZTIEEN DIESICHFEVLETD,

FEFINEDDEUR . FTUWMEFRZ IATA ([BXB(CEESTNELVWTIH ?

FEFEZBULBEE. 7H7>2 MOEFEEFHL TIZE,

RADHERICKEUFEUI, 2 EBEORERCLDEDISICEFRENE I ?

2 MB0ZEEFLEIIHEE. SHULVERERTYS 3> OERABRETC(CCBEETER(F

) I2ENHDDET .

BIEEVDODONMDFIH ., FILEKEEIWDOFTlBEFIH

A2 VRERTIOT, EBEFEDHTHMDET.

BISEEEZERE 15 BTA-IUCTAE-MXfFEINE T, IRIE. TSI ERRE DR AT
(SDA) ERBDTVWEIDT. IATA O HP THESRL TS,

IATA [OOWTERIN®DDIHZE (. ECGEFITNELNTIH ?

IATA [DOWTHEHIDEWEDZET, —fRRIRIBERICOVTIE, LD Web 1k

https://www.iata.org/tact TEIZE%ZRBDIFBENTE FI

IATA RS LUY-ER(BSET ZERNRLEZ(COVTE. IATA hAIY-R=F)
(http://www.iata.org/cs) ARDIHR—bIR—SHESIBLTZE)
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